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Cybersecurity 
 

Microsoft: 10,000 Organizations Targeted in Large-Scale Phishing Campaign 

Microsoft warns users of a large-scale Phishing Campaign which uses Adversary in the middle (aka man in the middle) 

attacks, as well as Business email compromise. Microsoft notes “Once the attacker obtains the session cookie, they can 

inject it into their browser to skip the authentication process, even if the target’s multi-factor authentication is enabled”. 

Since September of 2021, Office 365 users at over 10,000 organizations have been targeted in attacks from spoofed 

Office online authentication pages. Finally, to avoid detection, threat actors in these attacks would create a rule to have 

messages from the BEC scam send to the archive folder. Phishing remains one of the most common techniques attackers 

use to gain initial access to organizations, remember to remain vigilant and deliberate with every mouse click. 

https://www.securityweek.com/microsoft-10000-organizations-targeted-large-scale-phishing-

campaign#:~:text=Since%20September%202021%2C%20Office%20365,the%20Office%20online%20authentication%20p

age.  

 

Google Removes “App Permissions” List from Play Store for new “Data Safety” Section 

Google has removed the app permissions label from apps in the Play Store to move to a unified Data Safety section. This 

new section will create a uniform system in which companies must disclose what data they collect, and for what 

purpose. This rollout began in late April 2022 as Google’s answer to Apple’s Privacy Nutrition Labels in iOS. Third party 

app developers are required to publish their details by Today, July 20th, 2022. This system, while transparent for the 

user, relies on truthfulness of the company’s declarations, making this step towards unity, a controversial one. For those 

with android devices, read more and see how this may affect you and your privacy rights.  

https://thehackernews.com/2022/07/google-removes-app-permissions-list.html?&web_view=true  

 

Tor Browser 11.5 Release Enables Users to Automatically Circumvent Censorship 

The latest release of the Tor Browser (anonymous search engine, main access the Dark Web) enables users to 

circumvent location specific censorship to connect to the anonymous web browser more easily. A new setting called 

Connection Assist automatically applies the bridge configuration (how users were able to manually circumvent 

censorship) deemed to be best for different locations that have blocked the privacy-first browser, including Belarus, 

China, Russia, and Turkmenistan. Additionally, HTTPS-Only has been configures by default on the desktop version of the 

browser. These two settings combined show a new push from the developers to make Tor more accessible and viable 

for those with little computer experience, looking to escape censorship in their home countries. 

https://portswigger.net/daily-swig/tor-browser-11-5-release-enables-users-to-automatically-circumvent-censorship  

 

 

Cybersecurity Open Source Intelligence Weekly Wrap-Up 

Wednesday, July 20, 2022 
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Cyber Attacks, Breaches & Leaks 
 

Virginia Commonwealth University Health System (VCU) Information Exposed for 16 Years 

The private health information of more than 4,000 patients was left exposed for 16 years by a US Medical Transplant 

Center. VCU announced that sensitive data, including names, SSNs, lab results, medical record numbers, and/or DOBs 

was available to view by others on a patient portal since 2006. The data leak was discovered on February 7th, 2022, and 

more information on the types of data involved was found on March 29th and May 27th, 2022. VCU has yet to disclose 

how the incident occurred but claims no evidence that any information has been misused. The healthcare provider said 

4,441 people were affected in the breach. https://portswigger.net/daily-swig/more-than-4-000-individuals-medical-

data-left-exposed-for-16-years  

 

Ransomware 
 

Rhode Island Sewer-System hit by Ransomware Attack 

The Narragansett Bay Commission, which runs sewer systems in parts of Providence and Blackstone Valley areas, was hit 

by a Ransomware attack on its computers. Spokeswoman Jamie, R. Samons with the commission stated that there has 

been no disruption to wastewater collection and treatment services. It is unclear if customer information was taken 

during the attack, but spokesperson Samons stated “Notably, Narragansett Bay Commission does not store payment 

information or Social Security numbers for any of its customers on its systems". 

https://www.providencejournal.com/story/news/local/2022/07/16/ri-sewer-system-narragansett-bay-commission-hit-

cyber-attack/10076978002/?&web_view=true  

Graff Paid 7.5M Ransom, Sued Insurance to Cover Payment 

The high-end British jeweler Graff paid a £6 million (7.5M USD) Ransom after an attack it suffered in 2021. Graff led a 

stated “The criminals threatened targeted publication of our customers’ private purchases. We were determined to take 

all possible steps to protect their interests and so negotiated a payment which successfully neutralized that threat.” 

Regarding the lawsuit of their insurance, they added “We are extremely frustrated and disappointed by Travelers’ 
attempt to avoid settlement of this insured risk. They have left us with no option but to bring these recovery 

proceedings at the High Court”. https://securityaffairs.co/wordpress/133347/cyber-crime/graff-paid-a-7-5m-

ransom.html?web_view=true  

 

Vulnerabilities & Malware 
 

New Qakbot Attacks are Much Stealthier and Effective than Ever 

Qakbot info-stealing malware, which has been active since 2008, continues to evolve and adapt with new techniques. 

Three notable techniques have taken foot with Qakbot malware infections. First being the increased use of zip file 

extensions and appealing file names with common formats to trick users. Second using Excel 4.0 to lure victims into 

downloading malicious attachments that lead to Qakbot installation. Finally using unknown extension names to drop the 

payload and changing the steps by using new stages between initial compromise, delivery, and final execution. 

Additional subtle techniques observed by researchers are obfuscating code and using multiple URLs to deliver the 

payload. https://cyware.com/news/new-qakbot-attacks-are-much-stealthier-and-effective-than-ever-62f9e8d2  

 

Netwrix Vulnerability Could Lead to Active Directory Compromise 

The IT asset tracker and auditor software had a critical issue where insecure object deserialization could allow threat 

actors to execute code. This bug was discovered by an Nmap TCP port scan, Jordan Parkin of the Bishop Fox 
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development team stated, "In a typical real-world scenario, Netwrix Auditor services would be running with a highly 

privileged account, which could lead to full compromise of the Active Directory environment”. This asset tracker and 

compliance auditor used across more than 11,500 organizations. In a secondary update after the patch, Parkin urges 

everyone to download the newest version, Netwrix Auditor 10.5, which released on June 6th, 2022, includes a fix for this 

vulnerability. https://www.darkreading.com/vulnerabilities-threats/netwrix-auditor-bug-could-lead-to-active-directory-

domain-compromise  

 

Vulnerability in AWS IAM Authenticator for Kubernetes Could Allow User Impersonation 

A vulnerability in IAM Authenticator for Kubernetes (automated software deployment, scaling, and management 

system) could allow malicious actors to impersonate other users and escalate privileges in Kubernetes clusters. With this 

vulnerability, an attacker could craft a maliciously signed request for Security Token Service endpoints that include the 

same parameter multiple times with different values. This vulnerability is being tracked as CVE-2022-2385. Thankfully, it 

has since been patched in version 0.5.9 which released on June 28th 2022, although more information from Amazon’s 

Security Bulletin can be found here. For additional information on the details of how the exploit worked, and how it 

came to fruition please see https://portswigger.net/daily-swig/vulnerability-in-aws-iam-authenticator-for-kubernetes-

could-allow-user-impersonation-privilege-escalation-attacks. 

 

Multiple Vulnerabilities in Google Chrome Could Allow for Arbitrary Code Execution 

Multiple vulnerabilities have been detected in Chrome, the most severe of which could allow for arbitrary 

code execution. Depending on the access of affected local users, an attacker could install, view, change, or 

delete data, even create new accounts with full user rights. Versions prior to 103.0.5060.134 are affected by 

this vulnerability. For those who use Chrome please make sure you’re updated to the latest version to remedy 

this vulnerability. Source: MS-ISAC Security Advisory TLP: WHITE 

 

If You See Something, Say Something 
 

The three Missouri Fusion Centers: the St. Louis Fusion Center, the Missouri Information Analysis Center, and the Kansas 

City Regional Fusion Center has teamed up with the Missouri Office of Homeland Security and P3 to create a Suspicious 

Cyber Activity Reporting Tool. 

 

The Suspicious Cyber Activity Reporting Tool is accessible on the SafeNation App or go to 

 https://www.p3tips.com/TipForm.aspx?ID=2600&TemplateID=129 
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