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Cybersecurity 
 

Cybersecurity Skills Crisis Projected to Worsen 
The pandemic had a devastating impact across nearly all job sectors – and the cybersecurity profession wasn’t spared. A 
poll of 1000 cybersecurity professionals around the world documented what many throughout the community already 
knew – changes are coming, and they aren’t necessarily positive. Nearly 1/3rd of the individuals were already planning on 
exiting the professional within the next two years – and the primary reason wasn’t linked to salary. The survey also 
identified that 85% of companies believe the cybersecurity workforce shortage hampers their ability to secure their IT 
platforms and networks.  https://www.zdnet.com/article/bad-news-the-cybersecurity-skills-crisis-is-about-to-get-even-
worse/ 
 

FBI Seizes WeLeakInfo, IPStress and OVH-Booter Cybercrime Portals 
The U.S. Department of Justice (DOJ) confirmed seizing three domains used by cybercriminals to sell stolen personal 
data and facilitate DDoS-for-hire service. It has been just a couple of months since the authorities seized the infamous 
cybercrime portal Raidforums and arrested its alleged owner Diogo Santos Coelho. Now, in a press release, the DOJ and 
the FBI announced the seizure of three domains- weleakinfo.to, ipstress.in, and ovh-booter.com that the cybercriminals 
used for trading stolen personal information and offering DDoS for hire service. The seizure results from an international 
investigation into sites/domains that allowed users to purchase access to stolen data and target victim networks with 
Distributed Denial-of-Service attacks (DDoS attacks).  https://www.hackread.com/fbi-seizes-weleakinfo-ipstress-ovh-
booter-cybercrime-portals/ 
 

ICS Vendor Refuses to Remove Backdoor Account From its Equipment 
Industrial Control System (ICS) equipment is commonly seen throughout manufacturing systems and critical 
infrastructure networks. Korenix (a British subsidiary of a Swedish firm) manufactures popular ICS equipment – one of 
their network connectivity devices was found to contain a backdoor account that a hacker could exploit and potentially 
gain additional access into a network. When confronted by the cybersecurity firm who discovered the backdoor, 
Korenix’ response was startling: their official response is the backdoor account will remain intact, even though it can 
likely be brute-force hacked. The cybersecurity firm believes it’s likely that other Korenix equipment also possesses 
hardwired backdoor accounts.  https://www.securityweek.com/vendor-refuses-remove-backdoor-account-can-
facilitate-attacks-industrial-firms 

 
Are you Ready for a Breach in your Organization’s Slack Workplace? 

When organizations moved to hybrid work at the beginning of the pandemic, Slack offered a crucial way for teams to 
collaborate efficiently regardless of physical location. But in most organizations, Slack is a relatively new solution, 
bringing the typical challenges of adopting new technologies — related to culture, functionality, expected user behavior, 

Cybersecurity Open Source Intelligence Weekly Wrap-Up 
Wednesday, June 8, 2022 

https://www.zdnet.com/article/bad-news-the-cybersecurity-skills-crisis-is-about-to-get-even-worse/
https://www.zdnet.com/article/bad-news-the-cybersecurity-skills-crisis-is-about-to-get-even-worse/
https://www.hackread.com/fbi-seizes-weleakinfo-ipstress-ovh-booter-cybercrime-portals/
https://www.hackread.com/fbi-seizes-weleakinfo-ipstress-ovh-booter-cybercrime-portals/
https://sec-consult.com/vulnerability-lab/advisory/backdoor-account-in-korenix-technology-jetport-series/
https://www.securityweek.com/vendor-refuses-remove-backdoor-account-can-facilitate-attacks-industrial-firms
https://www.securityweek.com/vendor-refuses-remove-backdoor-account-can-facilitate-attacks-industrial-firms


 
UNCLASSIFIED//PUBLIC AWARENESS BULLETIN (U//PAB) 

 

This is a joint cybersecurity monthly product from the Missouri Information Analysis Center, St. Louis Fusion Center, Kansas City Regional Fusion 

Center and the Missouri Office of Homeland Security. All information in this product is open-source and may be shared without further permission.  

If any member of the public has pertinent information regarding the subject material contained within this Public Awareness Bulletin, they should 

contact the agency listed above directly. Any unauthorized alteration of any portion of this Public Awareness Bulletin is considered a violation and 

subject to legal prosecution. 

UNCLASSIFIED//PUBLIC AWARENESS BULLETIN (U//PAB) 

 

and, of course, security. For many organizations, Slack is now the primary communication channel, replacing email and 
knowledge management repositories. As a result, Slack increasingly contains more sensitive information than those 
traditional systems. Before diving into the challenges, let's be clear: Slack invests substantial resources into securing its 
infrastructure, platform, and the software itself. Nonetheless, like any other technology platform, Slack can serve as a 
basis for attacks by taking advantage of built-in features, insecure usage, or misconfigurations. And while established 
collaboration and communication platforms have an entire ecosystem of security solutions and best practices, Slack has 
only a small subset of these solutions and practices in place.  https://www.darkreading.com/attacks-breaches/are-you-
ready-for-a-breach-in-your-organization-s-slack-workspace- 

 
Android June 2022 Updates Bring Fix for Critical RCE Vulnerability 

Google has released the June 2022 security updates for Android devices running OS versions 10, 11, and 12, fixing 41 
vulnerabilities, five rated critical.  The security update is separated into two levels, released on June 1 and June 5. The 
first one contains patches for Android system and framework components and the second one includes updates for 
kernel and third-party vendor closed source components.  Of the five critical vulnerabilities addressed this month, the 
one that stands out is CVE-2022-20210, a remote code execution flaw that threat actors can leverage without very 
demanding prerequisites.  https://www.bleepingcomputer.com/news/security/android-june-2022-updates-bring-fix-for-
critical-rce-vulnerability/ 
 

Cyber Attacks, Breaches & Leaks 
UNCLASSIFIED  

Hackers Steal WhatsApp Accounts Using Call Forwarding Trick 

There’s a trick that allows attackers to hijack a victim’s WhatsApp account and gain access to personal messages and 
contact list. The method relies on the mobile carriers’ automated service to forward calls to a different phone number, 
and WhatsApp’s option to send a one-time password (OTP) verification code via voice call. BleepingComputer tested and 
found that the method works, albeit with some caveats that a sufficiently skilled attacker could overcome.  
https://www.bleepingcomputer.com/news/security/hackers-steal-whatsapp-accounts-using-call-forwarding-trick/ 
 

Windows Zero-Day Exploited in US Local Govt Phishing Attacks 
European governments and US local governments were the targets of a phishing campaign using malicious Rich Text 
Format (RTF) documents designed to exploit a critical Windows zero-day vulnerability known as Follina. 
BleepingComputer is aware of local governments in at least two US states that were targeted by this phishing campaign. 
"Proofpoint blocked a suspected state aligned phishing campaign targeting less than 10 Proofpoint customers (European 
gov & local US gov) attempting to exploit Follina/CVE_2022_30190," security researchers at enterprise security firm 
Proofpoint revealed.  The attackers used salary increase promises to bait employees to open the lure documents, which 
would deploy a Powershell script as the final payload.  This is used to check if the system is a virtual machine, steal 
information from multiple web browsers, mail clients, and file services, and collect system information that gets 
exfiltrated to an attacker-controlled server.  https://www.bleepingcomputer.com/news/security/windows-zero-day-
exploited-in-us-local-govt-phishing-attacks/ 
 

Russian Affiliated Hackers Ramp up Attacks on US Banks 
Our country’s banking institutions are a frequent target of hackers to either (a) disrupt financial transactions and impact 
our economy or (b) steal customer PII from their file servers. Typically, TCP/IP addresses linked to Iran and China are the 
worst offenders; however, since Russia invaded Ukraine, there is an uptick in Russian hacking activity at our banks 
doorstep. CISA’s analysts concluded that Russia’s interest in our banks will continue at the escalated rate into the future. 
https://www.cybersecurityintelligence.com/blog/us-banks-hit-by-russian-cyber-attacks-6322.html 
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Pro-Russia Group “Cyber Spetsnaz” is Attacking Government Agencies 
Resecurity, Inc. (USA) has identified an increase in activity within hacktivist groups, they’re leveraging current 
geopolitical tensions between the Ukraine and Russia to perform cyber-attacks. Following the attacks of the Killnet 
Collective, the group responsible for the attacks against major government resources and law enforcement, a new group 
has been identified called “Cyber Spetsnaz”. The actors are positioning themselves as an elite cyber offensive group 
targeting NATO infrastructure and performing cyberespionage to steal sensitive data. Starting May 24, the group calling 
themselves “Cyber Spetsnaz” announced the launch of a new campaign “Panopticon” which aimed to recruit 3,000 
volunteer cyber offensive specialists willing to participate in attacks against the European Union and the Ukrainian 
government institutions including Ukrainian companies.  
https://securityaffairs.co/wordpress/131967/hacking/exclusive-pro-russia-cyber-spetsnaz-is-attacking-government-
agencies.html 

 
Novartis says no Sensitive Data was Compromised in Cyberattack 

Pharmaceutical giant Novartis says no sensitive data was compromised in a recent cyberattack by the Industrial Spy 
data-extortion gang. Industrial Spy is a hacking group that runs an extortion marketplace where they sell data stolen 
from compromised organizations. Yesterday, the hacking group began selling data allegedly stolen from Novartis on 
their Tor extortion marketplace for $500,000 in bitcoins. The threat actors claim that the data is related to RNA and 
DNA-based drug technology and tests from Novartis and were stolen "directly from the laboratory environment of the 
manufacturing plant." https://www.bleepingcomputer.com/news/security/novartis-says-no-sensitive-data-was-
compromised-in-cyberattack/ 
 

Mandiant: “No Evidence” We Were Hacked by LockBit Ransomware 
American cybersecurity firm Mandiant is investigating LockBit ransomware gang's claims that they hacked the 
company's network and stole data.  The ransomware group published a new page on its data leak website earlier today, 
saying that the 356,841 files they allegedly stole from Mandiant will be leaked online.  "All available data will be 
published!" the gang's dark web leak site threatens under a timer showing just under three hours left until the 
countdown ends. LockBit has yet to reveal what files it claims to have stolen from Mandiant’s systems since the file 
listing on the leak page is empty.  However, the page displays a 0-byte file named 'mandiantyellowpress.com.7z' that 
appears to be related to a mandiantyellowpress[.]com domain (registered today). Visiting this page redirects to the 
ninjaflex[.]com site.  When BleepingComputer reached out for more details on LockBit's claims, the threat intel firm said 
it hadn't yet found evidence of a breach.  https://www.bleepingcomputer.com/news/security/mandiant-no-evidence-
we-were-hacked-by-lockbit-ransomware/ 
 

Ransomware 
 

Ransomware Encrypts Files, Demands Three Good Deeds to Restore Data 
In what is either a creepy, weird spin on Robin Hood or something from a Black Mirror episode, we're told a ransomware 
gang is encrypting data and then forcing each victim to perform three good deeds before they can download a 
decryption tool.  The so-called GoodWill ransomware group, first identified by CloudSEK's threat intel team, doesn't 
appear to be motivated by money. Instead, it is claimed, they require victims to do things such as donate blankets to 
homeless people, or take needy kids to Pizza Hut, and then document these activities on social media in photos or 
videos.  "As the threat group's name suggests, the operators are allegedly interested in promoting social justice rather 
than conventional financial reasons," according to a CloudSEK analysis of the gang.  The security researchers believe the 
malware's operators are from India or based there. They said they traced an email address provided by the ransomware 
group to an India-based managed security services provider. Additionally, two IP addresses, 3[.]109.48.136 and 
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13[.]235.50.147, that the malware connects to are said to be located in Mumbai.  
https://www.theregister.com/2022/05/26/promoting_goodwill_via_malware_extortion/ 

Costa Rica Government Hit by Ransomware (The Sequel) 
 Throughout May 2022, the Conti ransomware crew wreaked havoc against Costa Rican government computer networks 
with its ransomware and an overt threat to take down their country. Now, the Hive ransomware crew has started 
attacking the country’s government systems with its ransomware. This far, Hive has hit two government agency 
networks (Social Security and Public Health), with upwards of 30 servers being infected. Hive has demanded $5 million in 
payment for a decryption key.  https://www.theregister.com/2022/06/06/security_in_brief/ 

 
For Ransomware, Speed Matters 

Recent research have suggested that modern ransomware operations are increasingly resembling businesses, with a 
management structure, different teams specializing in different aspects of the operation, and outsourcing work when 
necessary. Many of the ransomware crews even have a PR team to draw attention to their latest victims and success 
stories. Recent research from Splunk suggests some groups are branching out into marketing, as well. Earlier this year, 
the LockBit group posted a table listing encryption speeds for more than 30 ransomware families and highlighted the 
fact that LockBit 2.0 was the fastest. Measuring how long different ransomware takes to encrypt the files in victim 
environments is an interesting exercise from a technical perspective, but for LockBit, it was a marketing ploy to attract 
potential customers for their ransomware-as-a-service offering, says Shannon Davis, staff security strategist on Splunk’s 
SURGe research team.  https://www.darkreading.com/edge-threat-monitor/for-ransomware-speed-matters 

 
Ransomware Attacks Have Dropped, and Gangs are Attacking Each Other’s Victims 

Researchers say that while ransomware attack volumes are dropping, shifts in gang activities have pivoted more attacks 
than ever to the finance sector. On Monday, cybersecurity firm KELA published its Ransomware victims and network 
access sales report (PDF), suggesting that the number of significant ransomware victims dropped by approximately 40%, 
recorded as 698 in Q1 compared to Q4 2021's 982. On average, the company recorded 232 ransomware attacks per 
month during this time period. A notable shift is Conti's place as one of the most prolific ransomware groups, alongside 
LockBit, Hive, Alphv/Blackcat, and Karakurt.  https://www.zdnet.com/article/ransomware-attacks-have-dropped-and-
gangs-are-attacking-each-others-victims/ 

 
 
 
 
 

 

If You See Something, Say Something 
The three Missouri Fusion Centers: the St. Louis 

Fusion Center, the Missouri Information Analysis Center, 
and the Kansas City Regional Fusion Center has teamed up 

with the Missouri Office of Homeland Security and P3 to 
create a Suspicious Cyber Activity Reporting Tool. 

 
The Suspicious Cyber Activity Reporting Tool is 

accessible on the SafeNation App or go to 
https://www.p3tips.com/TipForm.aspx?ID=2600&Templat

eID=129 
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