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Ukraine and Russia Conflict 
 

Russia vs Ukraine - The War in Cyberspace. 
Just before Russia launched an invasion of Ukraine on February 24, Ukrainian government websites were disrupted by 
distributed denial-of-service (DDoS) attacks, and cybersecurity firms reported seeing a new piece of destructive malware 
on hundreds of devices in the country.  The malware used in this attack has been named HermeticWiper and it has been 
described by experts as a wiper malware disguised as ransomware. This attack wave came just weeks after Ukrainian 
government websites were disrupted as part of a campaign that involved WhisperGate, a completely different wiper 
malware that was also disguised as ransomware.  Due to the timing of the attacks, the main suspects are Russian state-
sponsored threat actors. Russian hackers have often been accused of targeting Ukraine over the past decade, including 
in attacks that caused significant disruption to critical infrastructure.  
https://www.securityweek.com/russia-vs-ukraine-war-cyberspace  
 

7 Steps to Take Right Now to Prepare for Cyberattacks by Russia. 
US-led sanctions on Russia for its invasion of Ukraine earlier this week have sparked considerable concern about 
retaliatory and spillover cyberattacks from the region on US organizations and those based in other allied nations.  Many 
expect the attacks to run the gamut from destructive campaigns involving the use of disk-wipers and ransomware, to 
distributed-denial-of-service attacks, phishing, disinformation, misinformation, and influence campaigns. Security 
experts expect that some of the attacks will be targeted and executed by state-backed Russian threats. Others are likely 
going to launched by actors sympathetic to Russian interests, and yet others will likely just spill over from Ukraine and 
cause collateral damage in the same way that NotPetya malware did a few years ago.   
https://www.darkreading.com/threat-intelligence/7-steps-to-take-right-now-to-prepare-for-cyberattacks-by-russia  
 

Russia-Ukraine War: Phishing, Malware and Hacker Groups Taking Sides. 
Ukraine's Computer Emergency Response Team (CERT-UA) has warned of Belarusian state-sponsored hackers targeting 
its military personnel and related individuals as part of a phishing campaign mounted amidst Russia's military invasion of 
the country.  "Mass phishing emails have recently been observed targeting private 'i.ua' and 'meta.ua' accounts of 
Ukrainian military personnel and related individuals," the CERT-UA said. "After the account is compromised, the 
attackers, by the IMAP protocol, get access to all the messages."  Subsequently, the attacks leverage the contact 
information stored in the victim's address book to propagate the phishing messages to other targets.  
https://thehackernews.com/2022/02/russia-ukraine-war-phishing-malware-and.html  
  

3 Biggest Cyber Risks from the Ukraine-Russia Conflict. 
The invasion of Ukraine by Russia is reason enough for all CISOs to place their teams at a heightened state of alert and 
readiness in the event of deleterious cyber actions by nation-state actors or the cybercriminal groups. Three areas that 
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should be reviewed immediately are preparation for cyberattacks, supply chain disruption, and business continuity 
concerns.  NBC News reported on February 24, that the White House had been provided a plethora of cyber options 
which could be used against Russia, which included disrupting the internet, attacking infrastructure and transportation 
networks, which was sourced to “two U.S. intelligence officials, one Western intelligence official, and another person 
briefed on the matter.”   
https://www.csoonline.com/article/3651531/3-biggest-cyber-risks-from-the-ukraine-russia-conflict.html  

 

Ransomware 
 

Automakers Need to Lock Their Doors Against Ransomware. 
Nearly half of the top 100 automobile manufacturers are "highly susceptible" to ransomware, according to a recent 
report by Black Kite.  "The Ransomware Risk: Automotive Manufacturing in 2021" report grades the performance of the 
top 100 auto manufacturers (and their top 100 suppliers) on various aspects of security preparedness. The group earned 
an overall C+ rating, indicating they were not very well prepared to fend off ransomware. The above heat map shows 
where the holes are.   
https://www.darkreading.com/tech-trends/automakers-need-to-lock-their-doors  
 

85 Percent of Organizations Have Suffered Ransomware Attacks. 
In the past five years 85 percent of organizations have suffered a ransomware incident, while 74 percent have had more 
than one.  A new report from ExtraHop based on a survey conducted by Wakefield Research shows that 77 percent of IT 
decision makers are very or completely confident in their company's ability to prevent or mitigate cybersecurity threats.  
This confidence may not be well placed, however, as 64 percent admit that half (or more) of their cybersecurity 
incidents are the result of their own outdated IT security postures. These include the use of insecure and deprecated 
protocols, as well as growing numbers of unmanaged devices.  
https://betanews.com/2022/03/01/85-percent-of-organizations-have-suffered-ransomware-attacks/  
 

How Prepared are Organizations to Face Email-Based Ransomware Attacks? 
Proofpoint released a report which provides an in-depth look at user phishing awareness, vulnerability, and resilience. 
The report reveals that attackers were more active in 2021 than 2020, with findings uncovering that 78% of 
organizations saw email-based ransomware attacks in 2021, while 77% faced business email compromise attacks (BEC) 
(18% YoY increase of BEC attacks from 2020), reflecting cybercriminals’ continued focus on compromising people, as 
opposed to gaining access to systems through technical vulnerabilities.  This year’s report examines responses from 
commissioned surveys of 600 information and IT security professionals and 3,500 workers in the U.S., Australia, France, 
Germany, Japan, Spain, and the UK. The report also analyzes data from nearly 100 million simulated phishing attacks 
sent by customers to their employees over a one-year period, along with more than 15 million emails reported via the 
user-activated PhishAlarm reporting button.  
https://www.helpnetsecurity.com/2022/02/28/email-based-ransomware-attacks/  
 

Three Ways to Defeat Ransomware. 
Ransomware is very difficult to stop, mostly because the attackers are adept at locking up a network long before 
anybody in an organization even sees a ransom note.  In many attacks, the malware combines an encryption payload 
with automated propagation.  This potent combination can be delivered using various attack techniques which enable 
threat actors to bypass delivery and execution security measures by leveraging compromised credentials. The 
ransomware is then able to rapidly encrypt the data of one endpoint after another — until a network is crippled.  Over 
the past few years, the growing sophistication of the ransomware ‘industry’ has spawned niche players and specialized 
variants. For example, Hades (a variant of WastedLocker) almost exclusively targets large organizations — a practice 
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known as “big game hunting.”  Given the risk, it is hard to believe that many organizations practically invite attacks by 
leaving Remote Desktop Protocol (RDP) ports open to the internet. Although RDP uses modern encryption, it lacks multi-
factor authentication (MFA) in its default state, thereby exposing organizations to attack.  
https://www.securityweek.com/three-ways-defeat-ransomware  

 

Phishing 
 

Vishing Makes Phishing Campaigns Three-Times More Successful. 
Phishing emerged as the number one threat vector in 2021, but cases of vulnerability exploitation surged 33% year-on-
year thanks to the impact of Log4Shell, according to IBM.  The X-Force Threat Intelligence Index 2022 was compiled from 
billions of datapoints, including network and endpoint detection devices, incident response engagements and domain 
name tracking.  It revealed that phishing overtook vulnerability exploitation as the top pathway for compromise globally 
last year, accounting for 41% of initial access attempts, up from 33% in 2020.  Interestingly, click rates for the average 
targeted phishing campaign increased around three-fold, from 18% to 53%, when phone phishing (vishing) was also used 
by threat actors.   
https://www.infosecurity-magazine.com/news/vishing-phishing-three-times/  

  

Sophisticated New Phishing Attack Impersonates Docusign. 
The use of electronic signatures has become commonplace for many business transactions, cutting out the need for 
face-to-face meetings and couriering documents.  This though makes the signing process an attractive target for 
cybercriminals. Researchers at Armorblox have uncovered a sophisticated credential phishing attack impersonating e-
signature leader DocuSign.  The attack employs a range of techniques to target businesses and it replicates a business 
workflow familiar to many industries -- signing and reviewing contracts -- and spoofs the address and subject line of a 
legitimate email related to e-signatures.   
https://betanews.com/2022/02/24/sophisticated-new-phishing-attack-impersonates-docusign/  
 

If You See Something, Say Something 
The three Missouri Fusion Centers: the 

St. Louis 
Fusion Center, the Missouri 

Information Analysis Center, and the 
Kansas City Regional Fusion Center has 
teamed up with the Missouri Office of 
Homeland Security and P3 to create a 
Suspicious Cyber Activity Reporting 

Tool. 
 

The Suspicious Cyber Activity Reporting Tool is 
accessible on the SafeNation App or go to 

https://www.p3tips.com/TipForm.aspx?ID=2600&TemplateID=129 
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