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Log4Shell 
 

CISA Tells Federal Agencies to Patch Log4Shell before Christmas 
The US Cybersecurity and Infrastructure Security Agency has told federal civilian agencies to patch systems affected by 
the Log4Shell vulnerability by Christmas Eve. The agency has added yesterday the Log4Shell bug (CVE-2021-44228) to its 
catalog of actively exploited vulnerabilities, along with 12 other security flaws. According to this catalog, federal 
agencies have ten days at their disposal to test which of their internal apps and servers utilize the Log4j Java library, 
check if systems are vulnerable to the Log4Shell exploit, and patch affected servers. All of this must be done by 
December 24, according to a timeline provided in the catalog. In addition, CISA has also launched yesterday a dedicated 
web page providing guidance to the US public and private sector regarding the Log4Shell vulnerability. CISA plans to list 
all software vendors that have products vulnerable to the Log4Shell vulnerability on this page; in order to provide a 
central place where companies can get Log4Shell patching information. Patches for the Log4j library itself have been 
available since last week, but software vendors must also incorporate these patches into their own software as well. At 
the time of writing, this page is currently empty, as the CISA staff is still gathering information via a GitHub project. 
Luckily, security researcher Royce Williams has already compiled a list of what is and what is not vulnerable to Log4Shell, 
a list available here and containing information on more than 300 vendors. Another one is the list managed by the Dutch 
National Cyber Security Center. 
 https://therecord.media/cisa-tells-federal-agencies-to-patch-log4shell-before-christmas/?web_view=true/ 
 

Ransomware, Trojans, DDoS Malware and Crypto-Miners Delivered in Log4Shell Attacks 
Several types of malwares are being delivered in attacks exploiting the recently disclosed Log4j vulnerability named 

Log4Shell and LogJam. Cybersecurity companies have reported seeing cryptocurrency miners being delivered in many 

attacks, but some threat actors have exploited the vulnerability tracked as CVE-2021-44228 to deliver ransomware, 

trojans, DDoS malware and other malicious programs. The cryptocurrency miners observed in Log4Shell attacks include 

Kinsing, XMRig, as well as less known or unidentified malware. Botnets that specialize in DDoS attacks have also 

leveraged the Log4Shell vulnerability, including Mirai, Muhstik, and Elknot. While many of these threats target Linux 

systems, Bitdefender also reported seeing attempts to deliver a new file-encrypting ransomware named Khonsari on 

Windows systems. The company also observed attempts to download the Orcus remote access trojan (RAT). In addition, 

some attackers have exploited CVE-2021-44228 to deliver a reverse bash shell, which can be used at a later time for 

other malicious activities. Microsoft has observed attempts to install Cobalt Strike payloads that can be used for data 

theft and lateral movement. Cisco said it had reports of the vulnerability being exploited by “APT-level actors,” but it has 

not shared any details.  

https://www.securityweek.com/ransomware-trojans-ddos-malware-and-crypto-miners-delivered-log4shell-attacks/ 
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Ransomware 
 

US Military Has Reportedly Acted Against Ransomware Groups 
The US military has gone on the offensive against ransomware groups as US companies increasingly become targets of 
malware attacks, the nation's top cyber defender acknowledged on Saturday. Up until about nine months ago, reining in 
ransomware attacks was seen as the responsibility of law enforcement agencies, Gen. Paul M. Nakasone, the head of US 
Cyber Command and director of the National Security Agency, told the New York Times. But attacks like the ones on 
Colonial Pipeline and JBS beef plants have been "impacting our critical infrastructure," Nakasone said, leading federal 
agencies to ramp up the gathering and sharing of intelligence on ransomware groups. 
https://www.cnet.com/tech/services-and-software/us-military-has-reportedly-acted-against-ransomware-groups/ 

   Beware of Ransomware Attacks Between Christmas and New Year’s! 

Darktrace reported that its security researchers discovered a 30% increase in the average number of attempted 

ransomware attacks globally over the holiday season in every consecutive year from 2018 to 2020 compared to the 

monthly average. The researchers also observed a 70% average increase in attempted ransomware attacks in November 

and December compared to January and February. Following a record number of ransomware attacks this year, the 

company expects the spike to be higher over the 2021 holiday period… Ransomware is often falsely considered an 

encryption problem. This misconception masks and undermines attackers’ determination and creativity to initially break 

into and then move around within an organization’s digital environment first to discover, then steal and encrypt data. 

https://www.helpnetsecurity.com/2021/12/09/ransomware-attacks-holiday/   

Malware 
 

Emotet Directly Drops Cobalt Beacons Without Intermediate Trojans 
The Emotet malware continues to evolve, in the latest attacks, it directly installs Cobalt beacons to give the attackers 
access to the target network. Emotet malware now directly installs Cobalt beacons to give the attackers immediate 
access to the target network and allow them to carry out malicious activities, such as launching ransomware attacks. 
In a classic attack chain, the Emotet malware would install the TrickBot or Qbot trojans on infected devices, which in 
turn would deploy Cobalt on an infected system. Emotet research group Cryptolaemus recently noticed a switch in the 
tactics of Emotet operators, which now are directly installing Cobalt beacons on infected devices without installing the 
above intermediate Trojans. 
https://securityaffairs.co/wordpress/125384/cyber-crime/emotet-cobalt-strike.html 

Cybersecurity 
 

US Government to Offer Up To $5,000 'Bounty' To Hackers to Identify Cyber Vulnerabilities. 
The Department of Homeland Security is launching a "bug bounty" program, potentially offering thousands of dollars to 
hackers who help the department identify cybersecurity vulnerabilities within its systems. DHS will pay between $500 
and $5,000 depending on the gravity of the vulnerability and the impact of the remediation, Homeland Security 
Secretary Alejandro Mayorkas announced Tuesday. 
https://www.cnn.com/2021/12/14/politics/dhs-bug-bounty-hackers-cyber-vulnerabilities/index.html 

 
Immediate Steps to Strengthen Critical Infrastructure against Potential Cyberattacks 

In light of persistent and ongoing cyber threats, CISA urges critical infrastructure owners and operators to take 
immediate steps to strengthen their computer network defenses against potential cyberattacks. CISA has released CISA 
Insights: Preparing For and Mitigating Potential Cyber Threats to provide critical infrastructure leaders with steps to 

https://www.nytimes.com/2021/12/05/us/politics/cyber-command-ransomware.html
https://www.cnet.com/tech/services-and-software/us-military-has-reportedly-acted-against-ransomware-groups/
https://www.helpnetsecurity.com/2021/12/09/ransomware-attacks-holiday/
https://securityaffairs.co/wordpress/124807/cyber-crime/trickbot-emotet-conti-triad.html
https://securityaffairs.co/wordpress/123455/cyber-crime/trickbot-expands-distribution-channels.html
https://securityaffairs.co/wordpress/107731/malware/qbot-new-infection-chain.html
https://twitter.com/Cryptolaemus1
https://securityaffairs.co/wordpress/125384/cyber-crime/emotet-cobalt-strike.html
https://www.cnn.com/2021/12/14/politics/dhs-bug-bounty-hackers-cyber-vulnerabilities/index.html
https://www.cisa.gov/publication/preparing-and-mitigating-potential-cyber-threats
https://www.cisa.gov/publication/preparing-and-mitigating-potential-cyber-threats
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proactively strengthen their organization’s operational resiliency against sophisticated threat actors, including nation-
states and their proxies. 
https://www.cisa.gov/uscert/ncas/current-activity/2021/12/15/immediate-steps-strengthen-critical-infrastructure-
against 

30% of Online Users Suffered Security Breaches due to Weak Passwords 
A GoodFirms survey outlines the current password behavior of online users, risk factors associated with 

password management, and the best measures, policies, and practices to safeguard passwords from attacks or 

breaches. 30% of surveyees reported password leaks and security breaches owing to poor password practices 

and weak password setups. The research highlights a few common poor password practices of users, such as 

sharing passwords with colleagues, family members, and friends; jotting down passwords on sticky notes, 

papers, planners, changing passwords only when prompted; or using the same passwords for multiple sites. 

https://www.helpnetsecurity.com/2021/12/10/poor-password-practices/  

Cyber Crimes  
 

FTC: Americans Lost $148 Million to Gift Card Scams This Year 
The US Federal Trade Commission (FTC) said Americans reported losing $148 million to gift card scams during the first 
nine months of 2021, following a significant increase compared to last year. Almost 40,000 consumers reported falling 
victim to scams where gift cards were the chosen form of payment throughout the year. The $148 million lost to 
scammers until the end of September 2021 amounts to more than the total losses reported in 2020. This type of scam 
payments has increased every year during the last three years, now reaching staggering numbers both in the number of 
reports and the total amount of losses. "Since 2018, both the numbers of consumers filing reports in which gift cards 
were the form of payment to scammers and the amount they have reported lost have increased steadily," the FTC said. 
"The FTC has resources for consumers, including information on how to contact gift card companies to try to stop 
payments to scammers at ftc.gov/giftcards." While Google Play, Apple, eBay, and Walmart gift cards have remained 
popular options for scammers, they now switched to asking for Target gift cards which are now their most popular 
choice. "Most gift card scams start with a phone call from someone impersonating a branch of the government like the 
Social Security Administration, or a business," the US government agency added. "The caller might threaten to freeze 
your bank account and tell you that you must buy gift cards to avoid arrest or to keep access to your money in your bank 
account." The most important thing to remember if you don't want to fall victim to a gift card scam is that gift cards are 
meant to be used to get gifts, NOT to make payments. 

https://www.bleepingcomputer.com/news/security/ftc-americans-lost-148-million-to-gift-card-scams-this-

year/  

If You See Something, Say Something 
The three Missouri Fusion Centers: the St. Louis 

Fusion Center, the Missouri Information Analysis Center, 
and the Kansas City Regional Fusion Center has teamed up 

with the Missouri Office of Homeland Security and P3 to 
create a Suspicious Cyber Activity Reporting Tool. 

 
The Suspicious Cyber Activity Reporting Tool is 

accessible on the SafeNation App or go to 
https://www.p3tips.com/TipForm.aspx?ID=2600&Templat

eID=129 

https://www.helpnetsecurity.com/2021/12/10/poor-password-practices/
https://www.bleepingcomputer.com/news/security/ftc-americans-lost-148-million-to-gift-card-scams-this-year/
https://www.bleepingcomputer.com/news/security/ftc-americans-lost-148-million-to-gift-card-scams-this-year/
https://www.p3tips.com/TipForm.aspx?ID=2600&TemplateID=129
https://www.p3tips.com/TipForm.aspx?ID=2600&TemplateID=129

